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Take a seat, we’ll be starting shortly



www.privacyengine.io
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Structure
• The importance of Office 365 in organisations today
• The scope of services provided by Office 365
• Why Office 365 matters to DPOs
• Providing DPOs with high level knowledge that allows them 

engage productively with business and IT decision makers around 
privacy risks relating to Office 365



Privacy Plan on a Page

Senior Management

Leadership and
Governance

Vertical Alignment
Oversight Group

Horizontal Alignment
Operational Group

Policies and Procedures

Training and Awareness

Data Mapping

Transparency and Data Sharing

Subjects Rights DSAR

Incidents and Breaches

Data Protection Impact 
Assesment

Record Management

Middle Management Staff / Employees

Business As UsualFundamental building blocks in order
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Privacy Engine’s ‘Plan on a Page’ is 

supported by 76 Goals/Initiatives 

outlined above. 

These are monitored, measured 

and reported utilising 339 metrics 

to assess Goals/Initiatives under the 

10 headings above.

64 Metrics relate to the 12 Record 

Management Initiatives
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• Article 5

– Integrity and Confidentiality

– Cybersecurity Triad CIA 

• Article 32

• Microsoft 365 (A1) licence being utilised did not provide a level of security appropriate to the risk 
associated with the type of personal data it processes in its role as a professional standards body

• I find that you failed to regularly assess and evaluate the effectiveness of technical and organisational 
measures for ensuring the security of the processing of personal data, in accordance with Article 
32(1)(d)

• I find that you failed in your obligation to ensure appropriate organisational and technical measures 
where the state of the art is significantly more advanced than the systems in use at the time of the 
breach

DPC Case studies
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• I find that an appropriate level of security includes the implementation of 2FA (two factor authentication) in 
Office 365 for all users

• I find that you should implement Advanced Threat Protection (ATP) in Office 365

• I find that you should mandate annual data protection and cyber security training for all staff. This measure 
should assist users in identifying emails from malicious actors and require them to report any such emails to 
IT staff.

• By paying Office 365 license fees appropriate to the level of a professional standards body such as the 
Council, would not impose a disproportionate cost on Council with regard to its obligation to implement a 
level of security appropriate to the risk presented.

• The organisation ought to have been aware of the data breach if it had used all appropriate technological 
and organisational measures to establish the cause of the initial, second and third security alerts as it was 
obliged to do.

• I find that all appropriate technological protection and organisational measures had not been implemented 
to establish within a reasonable period of time whether a personal data breach had taken place.

DPC Case studies
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• I find that an appropriate level of security must also include a policy that mandates password 
protection for sensitive personal data transmitted by email.

• Although default email settings for Microsoft 365 only stores log files for 90 days, system 
administrators may increase the mailbox's AuditLogAgeLimit value and retain log records for longer 
than the 90 day period

• Legacy Authentication protocols in Office 365 should be disabled for all users; 

• A policy of encryption and password protection on all data spreadsheets containing personal data in 
their possession, for both for internal and external document sharing; 

DPC Case studies
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Control Levels



Information Classification: Unclassified

Control Levels
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Control Levels
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Control Levels
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Questions?



www.privacyengine.io

Thank You!
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Nollag Conneely
Head of Consulting
Consultancy | PrivacyEngine

Visit: https://www.privacyengine.io/services/
Email: nollag.conneely@privacyengine.io

https://www.privacyengine.io/services/
mailto:nollag.conneely@privacyengine.io
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